
v

Dedication . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . iii
Acknowledgments . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . ix
Foreword. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  . xi

Section 1	 Preliminary Considerations Regarding RFIDs. .  .  .  .  .  .  .  .  1

Chapter 1	 Emerging Issues Affecting Mobile Payments, the 
Internet of Things, and Other Uses of Radio 
Frequency Identification Devices and Near-Field 
Communications. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  3
Sarah Jane Hughes

Chapter 2	 What is RFID? . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  19
David Flint and Valerie Surgenor

Chapter 3	 RFID Frequency Issues . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  27
Gregg P. Skall

Chapter 4	 Copyright, Trademark, Trade Secret, and Publicity 
Rights. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  37
Jon M. Garon

Contents

BL_CSTF_RFID_FINAL.indd   5 7/15/13   1:44 PM



vi RFIDs, Near-Field Communications, and Mobile Paymentsvi

Section 2	A pplications of RFID . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  55

Chapter 5	 Contactless Consumer Payments: A Review of 
Rules, Laws, and Regulations That Apply to Over-
the-Air Communication of Consumers’ Payment 
Information. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  57
Philip Keitel

Chapter 6	 Privacy Implications of Smart Metering and Its Use 
of RFID Technology. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  69
Cheryl Dancey Balough and Richard C. Balough*

Chapter 7	 RFID Applications in Animal Agriculture . .  .  .  .  .  .  .  .  .  .  .  89
Edward A. Morse

Chapter 8	 Caution: Electronic Toll Ahead . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  99
Brian Stallworth

Section 3	R FID and the Government . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  117

Chapter 9	 Use of RFID Technology by Government Entities. .  .  .  .  119
Stephen T. Middlebrook

Section 4	R FID and Information Security. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  157

Chapter 10	 Information Security. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  159
John Black and Michael Dunne
Appendix 10-A State Breach Notification Statutes*. .  .  .  .  229

Section 5	R FID and Privacy. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  233

Chapter 11	 Privacy and Consumer Issues. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  235
James P. Nehf

BL_CSTF_RFID_FINAL.indd   6 7/15/13   1:44 PM



Contents vii

Chapter 12	 Creating a New Legal Framework for Near-field 
Data Communication Technology. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  241
Lauren Vane

Section 6	R FID and Address Issues. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  255

Chapter 13	 The Handle System and its Application to RFID 
and the Internet of Things . .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  257
Patrice A. Lyons and Robert E. Kahn

Section 7	N on-U.S. Laws and Perspectives on RFIDs. .  .  .  .  .  .  .  .  .  271

Chapter 14	 RFID in Canada. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  273
Lisa R. Lifshitz and Daniel Sterescu
Appendix 14-A. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  315

Chapter 15	 RFID: European Aspects. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  329
Valerie Surgenor and David Flint

Chapter 16	 RFID in India. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  387
Sajai Singh

Chapter 17	 Privacy—A Perspective from Australia (and Canada). .  .  401
Jen Geary

Section 8	O bject Tracking. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  405

Chapter 18	 Maddening to Militaries and Museums: When 
Large-Scale RFID Systems Lose Track of Objects . .  .  .  .  407
Roland L. Trope

BL_CSTF_RFID_FINAL.indd   7 7/15/13   1:44 PM



viii RFIDs, Near-Field Communications, and Mobile Payments

Section 9	T he Economics of RFID and Privacy. .  .  .  .  .  .  .  .  .  .  .  .  .  .  477

Chapter 19	 An Economic Survey Analysis of the Legal 
Literature Pertaining to the Privacy Implications of 
Radio Frequency Identification Technology . .  .  .  .  .  .  .  .  .  479
Mike Jerbic

Conclusion. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  497
Sarah Jane Hughes

Contributors and Editors. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  505
Index. .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  .  513

BL_CSTF_RFID_FINAL.indd   8 7/15/13   1:44 PM


