Sharon D. Nelson | Bruce A. Olson | John W. Simek

Electronically Stored
Information (ESI) Protocol

Form 3.11 excerpted from:
The Electronic Evidence and Discovery Handbook:
Forms, Checklists, and Guidelines

LawPRACTICEMANAGEMENT SECTION

MARKETING » MANAGEMENT « TECHNOLOGY » FINANCE


http://www.abanet.org/abastore/index.cfm?section=main&fm=Product.AddToCart&pid=5110569
http://www.abanet.org/abastore/index.cfm?section=main&fm=Product.AddToCart&pid=5110569

Commitment to Quality: The Law Practice Management Section is committed to quality
in our publications. Our authors are experienced practitioners in their fields. Prior to
publication, the contents of all our books are rigorously reviewed by experts to ensure the
highest quality product and presentation. Because we are committed to serving our readers'
needs, we welcome your feedback on how we can improve future editions of this book.

Cover design by Andrew Alcala, ABA Publishing.

The document files in this package are a proprietary product of the American Bar
Association and are protected by Copyright Law. The American Bar Association retains
title to and ownership of these files.

Nothing contained in this book is to be considered as the rendering of legal advice for
specific cases, and readers are responsible for obtaining such advice from their own legal
counsel. This book and any forms and agreements herein are intended for educational and
informational purposes only.

American Bar Association warrants that this file will perform in substantial compliance
with the documentation supplied in this package. However, the American Bar Association
does not warrant these forms as to the correctness of the legal material contained therein.

IN NO EVENT WILL THE AMERICAN BAR ASSOCIATION, ITS OFFICERS,
MEMBERS, OR EMPLOYEES BE LIABLE TO YOU FOR ANY DAMAGES,
INCLUDING LOST PROFITS, LOST SAVINGS OR OTHER INCIDENTAL OR
CONSEQUENTIAL DAMAGES ARISING OUT OF YOUR USE OR INABILITY TO
USE THIS FILE EVEN IF THE AMERICAN BAR ASSOCIATION OR AN
AUTHORIZED AMERICAN BAR ASSOCIATION REPRESENTATIVE HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, OR FOR ANY CLAIM BY
ANY OTHER PARTY. SOME STATES DO NOT ALLOW THE LIMITATION OR
EXCLUSION OF LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES,
IN WHICH CASE THIS LIMITATION MAY NOT APPLY TO YOU.

The products and services mentioned in this publication are under or may be under
trademark or service mark protection. Product and service names and terms are used
throughout only in an editorial fashion, to the benefit of the product manufacturer or service
provider, with no intention of infringement. Use of a product or service name or term in
this publication should not be regarded as affecting the validity of any trademark or service
mark.

The Law Practice Management Section of the American Bar Association offers an
educational program for lawyers in practice. Books and other materials are published in
furtherance of that program. Authors and editors of publications may express their own
legal interpretations and opinions, which are not necessarily those of either the American
Bar Association or the Law Practice Management Section unless adopted pursuant to the
bylaws of the Association. The opinions expressed do not reflect in any way a position of
the Section or the American Bar Association.

© 2006 American Bar Association. All rights reserved.
Printed in the United States of America.

Library of Congress Cataloging-in-Publication Data

The Electronic Evidence and Discovery Handbook: Forms, Checklists, and Guidelines.
Sharon D. Nelson, Bruce A. Olson, and John W. Simek. Library of Congress Cataloging-
in-Publication Data is on file.

ISBN 1-59031-670-3
09 08 07 06 54321
Discounts are available for books ordered in bulk. Special consideration is given to state

bars, CLE programs, and other bar-related organizations. Inquire at Book Publishing,
American Bar Association, 321 N. Clark Street, Chicago, Illinois 60610.



Electronically Stored Information (ESI) Protocol
Form 3.11
Electronic Data Preservation Protocol
UNITED STATES DISTRICT COURT

FOR THE [Name District] OF [Name State]

[Name of Plaintiff], )
) Civil No.

Plaintiff, )

[Name of Defendant], )

Defendant. )

Electronic Data Preservation Protocol

1. As used herein, the term "potentially discoverable electronic information” refers to

Defendant's and Plaintiff's electronic "documents" that contain or potentially contain



information relating to facts at issue in the litigation, where the term "documents™ is used

as it is defined in Fed. R. Civ. P. 34(a)

2. During the pendency of these actions, the Defendant and the Plaintiff shall securely
maintain, to the extent that they currently exist and may contain potentially discoverable
electronic information: (1) e-mail backup tapes and (2) network backup tapes (together,
the "Backup Tapes") created in the ordinary course of business during the period from
[start date] through [stop date]. The Defendant and the Plaintiff shall be obligated to
retain only one day's Backup Tapes among all Backup Tapes created in the ordinary
course during a given month, provided that such day's Backup Tapes represent a
complete backup of the data contained on the subject servers on that day (as opposed to
merely an incremental backup of the subject servers). If only incremental backup tapes
have been retained for a given month, then all such incremental tapes shall be retained.
All Backup Tapes other than those specifically required to be preserved pursuant to this
paragraph and paragraph 3 below may be recycled, overwritten, or erased, as the case

may be, pursuant to Defendant's and Plaintiff's otherwise applicable retention schedule.

3. All electronic information or data archived or backed up during the period from [date
range] as part of a special backup, i.e., a backup made other than in the ordinary course of
business by Defendant or Plaintiff, whether due to system upgrade, transition planning,
system migration, disaster recovery planning, or any other reason, that potentially
contains potentially discoverable electronic information shall be securely retained, to the

extent that they currently exist, for the remainder of the litigation.



4. All current or legacy software and hardware necessary to access, manipulate, print,
etc., potentially discoverable electronic information that either is "live" or has been
archived or backed up shall be securely retained, to the extent that they currently exist,

for the remainder of the litigation.

5. Defendants and Plaintiff shall circulate retention notices designed to ensure the
preservation of potentially discoverable electronic and other information to those
employees potentially possessing such information. Thereafter, Defendant and Plaintiff
shall quarterly renotify their employees of their continuing obligation to preserve such

information.

6. Defendant and Plaintiff shall take the following measures to secure and retain, to the
extent that it exists, the potentially discoverable electronic information that is on the
desktop and laptop hard drives of their respective employees. Either (1) hard drives
containing potentially discoverable electronic data shall be retained with all potentially
discoverable electronic data contained therein retained intact; or, (2) employees shall be
instructed to copy all potentially discoverable electronic information to a secure, backed-
up network storage device or backup medium for the remainder of the litigation, making
all reasonable efforts to retain all meta-data (file creation dates, modification dates, etc.)
associated with the potentially discoverable electronic information at issue. The periodic
retention notifications disseminated pursuant to paragraph 5 above shall advise
employees potentially possessing potentially discoverable electronic information of their
obligation to store discoverable electronic information on a secure, backed-up network
storage device or backup medium to ensure its preservation and instruct such employees

in the manner of doing so in accordance with this paragraph.



7. Plaintiff, within 15 days of receiving the list of business units referred to below, shall
identify by name, title, or departmental category, employees of Defendant for which the
Defendant shall be responsible for maintaining the hard drive, or a mirror-image copy
(i.e., a bit-by-bit copy) of such hard drive, during the pendency of this litigation.
Defendant, within 15 days of receiving the list of business units referred to below, shall
identify by name, title, or departmental category, employees of Plaintiff for which the
Plaintiff shall be responsible for maintaining the hard drive, or a mirror-image copy (i.e.,
a bit-by-bit copy) of such hard drive, during the pendency of this litigation. In no event
shall the number of computers subject to the provisions of this paragraph be greater than
[insert number] for Defendant and Plaintiff. The hard drives or image copies of such hard
drives preserved pursuant to this paragraph shall be labeled to identify the employee who
primarily used the computer associated with that hard drive. To facilitate the
identification of the appropriate employees, the parties will provide to each other
identification by business unit and positions the employees they reasonably believe could
have potentially discoverable electronic information. The parties will meet and confer in
good faith and exchange additional information as may be necessary to facilitate the
identification, and limit the number, of employees for whom the provisions of this

paragraph shall be applicable.

8. To the extent that Defendant or Plaintiff have implemented a system for the purpose of
preserving external e-mails (e-mails sent to or received by Defendant's or Plaintiff's
employees) in an easily accessible form, other than an e-mail server or the Backup Tapes
identified in paragraph 2 or 3 above, all e-mails that were created during the period from

[date range] that contain potentially discoverable electronic information, and that are



stored on any such system as of the date hereof, shall be preserved during the pendency

of this litigation.

9. Within 45 days, Defendant and Plaintiff will provide written answers to the best of
their ability to the questions concerning information system and electronic document
retention practices set forth in attached Schedule C [omitted]. Should any party believe it
cannot in good faith answer any of the questions as posed, the parties will confer to

resolve any disputes and, if necessary, seek Court intervention.

10. By agreeing to preserve potentially discoverable electronic information in accordance
with the terms hereof, Defendant and Plaintiff are not waiving any objection to the
ultimate discoverability of such information at such point when discovery is authorized in

these actions.

11. Nothing herein shall be deemed to affect the Defendant's and Plaintiff's obligations to
preserve hardcopy documents pursuant to the Court's Case Management Order. If counsel
learn that potentially discoverable hardcopy documents were destroyed by a party
subsequent to being named as a party in, and receiving a copy of, a complaint pertaining
to that public offering, counsel for such party shall notify opposing counsel in writing of

such destruction within two weeks of learning so.
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