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The Sedona Guidelines for Managing

Information & Records in The Electronic Age

1. An organization should have reasonable policies and procedures for managing its information and records.

a. Information and records management is important in the electronic age.

b. The hallmark of an organization’s information and records management policies should
be reasonableness.

c.  Defensible policies need not mandate the retention of all information and documents.

2. An organization’s information and records management policies and procedures should be realistic,
practical and tailored to the circumstances of the organization.

a.  No single standard or model can fully meet an organization’s unique needs.

b. Information and records management requires practical, flexible and scalable solutions that address
the differences in an organization’s business needs, operations, IT infrastructure and regulatory and
legal responsibilities.

c.  An organization must assess its legal requirements for retention and destruction in developing an
information and records management policy.

d.  An organization should assess the operational and strategic value of its information and records in
developing an information and records management program.

e. A business continuation or disaster recovery plan has different purposes from those of an
information and records management program.

3. An organization need not retain all electronic information ever generated or received.

a.  Destruction is an acceptable stage in the information life cycle; an organization may destroy or
delete electronic information when there is no continuing value or need to retain it.
Systematic deletion of electronic information is not synonymous with evidence spoliation.

c. Absent a legal requirement to the contrary, organizations may adopt programs that routinely delete
certain recorded communications, such as electronic mail, instant messaging, text messaging and
voice-mail.

d. Absent a legal requirement to the contrary, organizations may recycle or destroy hardware or media
that contain data retained for business continuation or disaster recovery purposes.

e. Absent a legal requirement to the contrary, organizations may systematically delete or destroy
residual, shadowed or deleted data.

f. Absent a legal requirement to the contrary, organizations are not required to preserve metadata.

4. An organization adopting an information and records management policy should also develop procedures
that address the creation, identification, retention, retrieval and ultimate disposition or destruction of
information and records.

a. Information and records management policies must be put into practice.
b. Information and records management policies and practices should be documented.
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c.  An organization should define roles and responsibilities for program direction and administration
within its information and records management policies.

d.  An organization should guide employees regarding how to identify and maintain information that
has a business purpose or is required to be maintained by law or regulation.

e. An organization may choose to define separately the roles and responsibilities of content and
technology custodians for electronic records management.

f. An organization should consider the impact of technology (including potential benefits) on the
creation, retention and destruction of information and records.

g.  An organization should recognize the importance of employee education concerning its information
and records management program, policies and procedures.

h. An organization should consider conducting periodic compliance reviews of its information and
records management policies and procedures, and responding to the findings of those reviews
as appropriate.

i.  Policies and procedures regarding electronic management and retention should be coordinated
and/or integrated with the organization’s policies regarding the use of property and information,
including applicable privacy rights or obligations.

j. Dolicies and procedures should be revised as necessary in response to changes in workforce or
organizational structure, business practices, legal or regulatory requirements and technology.

5. An organization’s policies and procedures must mandate the suspension of ordinary destruction practices
and procedures as necessary to comply with preservation obligations related to actual or reasonably
anticipated litigation, government investigation or audit.

a. An organization must recognize that suspending the normal disposition of electronic information
and records may be necessary in certain circumstances.

b. An organization’s information and records management program should anticipate circumstances
that will trigger the suspension of normal destruction procedures.

c.  An organization should identify persons with authority to suspend normal destruction procedures
and impose a legal hold.

d. An organization’s information and records management procedures should recognize and may
describe the process for suspending normal records and information destruction and identify the
individuals responsible for implementing a legal hold.

e. Legal holds and procedures should be appropriately tailored to the circumstances.

f. Effectively communicating notice of a legal hold should be an essential component of an
organization’s information and records management program.

g.  Documenting the steps taken to implement a legal hold may be beneficial.

h. If an organization takes reasonable steps to implement a legal hold, it should not be held
responsible for the acts of an individual acting outside the scope of authority and/or in a manner
inconsistent with the legal hold notice.

i.  Legal holds are exceptions to ordinary retention practices and when the exigency underlying the
hold no longer exists (i.e., there is no continuing duty to preserve the information), organizations are free to

lift the legal hold.

Copyright © 2005, The Sedona Conference®.

—Wgssm page 2



	Main Menu
	Table of Contents
	Search
	Voice Over Internet Protocol (VoIP): The Ultimate Tool for Cross-Border Communication
	Biographies
	Konrad Trope
	Sheeba Chacko
	LTC Jeffrey T. Girard
	Kenneth W. Kousky
	Estevan Macias

	Papers
	“VoIP Deployment and Regulation in Asia” Konrad Trope
	"FCC Inconsistency Benefits Law Enforcement in VoIP/Broadband Decision" Konrad Trope
	"The Proliferation of VoIP" Estevan Macias
	“VoIP Regulation - Global Drivers, Trends and Perspectives” Sheba Chacko


	Introducing the New “E-Discovery” Amendments to the Federal Rules of Civil Procedure
	Biographies
	George L. Paul
	James Belanger
	Dawn Bergin
	Mia Mazza
	Jonathan Redgrave
	Steven R. Rodgers

	Papers
	“Introduction to the New Rules of Civil Procedure” George Paul
	Text of the New Rules of Civil Procedure with Notes
	“The Proposed FRCP Amendments Regarding ‘Reasonable Accessibility’ and the Safe Harbor for ‘Good Faith’ Spoliation: The Long-Awaited Solution to the E-Discovery Conundrum, or Dead on Arrival?” Mia Mazza
	“In-House Perspective on the New Federal E-Discovery Rules” Steven R. Rodgers
	“Looking Beyond Arthur Andersen: The Impact on Corporate Records and Information Management Policies and Practices” Jonathan Redgrave, R.Christopher Cook, and Charles R. Ragan. Reprinted with permission by The Federal Lawyer. Article was originally published in the September 2005 issue of The Federal Lawyer.
	“The Sedona Principles for Electronic Document Production” Reprinted with permission from The Sedona Conference©.
	“The Sedona Guidelines for Managing Information and Records in the Electronic Age” Reprinted with permission from The Sedona Conference©.


	Internet and E-Commerce Best Practices: A General Counsel’s Guide to Navigating Uncharted Waters
	Biographies
	Ian Ballon
	Mark Lemley
	Daniel Cooperman

	Papers
	“Fair Use” Ian Ballon
	“Secondary Copyright Liability” Ian Ballon
	“Internet Law 2006: A Primer” Ian Ballon




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /SyntheticBoldness 1.00
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


